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ABSTRACT

Buffer overflow still pose a significant threat teecurity and availability of today's computer syste
Although there are a number of solutions proposegrdvide adequate protection against buffer owerfhittack, most of
existing solutions terminate the vulnerable prognahen buffer overflow occurs, effectively renderittte programs
unavailable. The impact on availability is a sesigquoblem on service oriented platforms. This papesents safe-stack, a
system that can automatically diagnose and patuitk dtased buffer overflow vulnerabilities. The keghnique of our
solution is to virtualized memory accesses and ntbge/ulnerable buffer into protected memory regjomhich provide a
fundamental and effective protection against remage of the same attack without stopping normalesysexecution.
We developed a prototype on a Linux system, andlected extensive experiments to evaluate the éffasdss and
performance of system using a range of applications experimental results showed that safe-staokguickly generate
runtime patches to successfully handle the attaelcarrence. Furthermore, safe-stack only incuceptable overhead for

the patched applications.
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